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Machine Learning: A Success Story

Image Classification

Strategy Games

Machine Translation

Robotic ManipulationRealistic Image Generation



Do ML systems work in the real world?



Standard ML setting

training distribution  
=  

test distribution

Training Inference

Measure of performance: 
Fraction of mistakes during testing

A Limitation of the Standard ML



… vs the real world

deploy model on data from a 
different distribution 

e.g.: 

• perturbed data 

• different label distribution 

• other shifts (sequence/graph 
size, weather, country/city, 
source of measurement,…)

A Limitation of the Standard ML

Training Inference

Measure of performance: 
Fraction of mistakes during testing

=
But: In reality, the distributions we use ML on 

are NOT the ones we train it on



What can go wrong?What Can Go Wrong?

What Can Go Wrong?

What Can Go Wrong?







• Benchmarking 

• Metrics 

• Fair comparisons 

• Ablations 

• Evaluating generative models 

• Saturated benchmarks? 

• Where do models fail?

Benchmarking & Evaluation



Benchmarking



Benchmarks have played an integral role in deep learning research



They help us measure progress in the field

https://paperswithcode.com/sota/image-classification-on-imagenet 



They are a fundamental aspect of formalizing new research questions 
and open challenges



What makes up a benchmark?

• A dataset (at least one) 

• A split of that data into train, validation, test (at least one) 

• A metric to optimize (at least one)



The structure of a benchmark defines the challenge



The structure of a benchmark defines the challenge



The structure of a benchmark defines the challenge

https://www.datacomp.ai/ 

https://www.datacomp.ai/


Metrics



Choosing appropriate metrics is vital



90% accuracy!

Prediction

Ground truth



90% accuracy!

Prediction

Ground truth

When data is imbalanced, we need metrics that account for 
imbalance, e.g. class average accuracy



Other ways to account for imbalance

score thr det/img AP APr APc APf APbb

0.050 100 14.8 0.8 10.9 25.3 14.8
0.050 300 15.7 0.8 12.1 26.1 15.6
0.001 300 20.8 3.3 20.7 27.9 20.3
0.000 300 20.9 3.4 20.9 27.9 20.4
0.050 100 14.8±0.19 0.6±0.21 11.0±0.36 25.2±0.10 14.8±0.17

0.000 300 21.0±0.17 3.2±0.35 21.3±0.45 27.7±0.12 20.5±0.21

(a) Mask R-CNN baselines (ResNet-50-FPN backbone). Top rows: ad-
justing two inference-time hyper-parameters, the minimum score thresh-
old and the number of detections per image, leads to a gain of 6.1 AP over
the baseline using standard COCO hyper-parameters (row 1). The last
two rows show the mean and standard deviation from five training runs.

t AP APr APc APf
0 21.0±0.17 3.2±0.35 21.3±0.45 27.7±0.12

0.0001 21.2±0.14 4.5±0.47 21.5±0.37 27.6±0.14

0.0010 23.2±0.21 13.4±0.80 23.2±0.32 27.1±0.07

0.0100 21.8±0.25 9.8±1.27 22.7±0.48 25.6±0.13

0.1000 21.3±0.24 9.6±0.83 21.7±0.32 25.5±0.10

CAS 18.7±0.46 8.5±1.56 19.0±0.45 22.3±0.19

(b) Mask R-CNN with repeat factor sampling (with best settings from
Table 3a). The frequency threshold t controls the degree of resampling of
rare categories (t=0 gives no resampling). Setting t>0 substantially im-
proves APr and t=0.001 gives best overall results. The last row presents
class aware sampling (CAS), an alternate oversampling method [32].

enhancement AP APr APc APf
Table 3b best 23.2±0.21 13.4±0.80 23.2±0.32 27.1±0.07

+ scale jitter 24.4±0.06 14.5±0.67 24.3±0.37 28.4±0.12

+ ResNet-101 26.0±0.18 15.8±0.95 26.1±0.21 29.8±0.22

+ ResNeXt-101-32⇥8d 27.1±0.43 15.6±1.14 27.5±0.77 31.4±0.12

(c) Mask R-CNN enhancements. We apply scale jitter data augmenta-
tion and upgrade the backbone to larger models [36]. This improves all
AP metrics although APr does not improve with the largest backbone.

Table 3. LVIS release v0.5 baselines. Metrics: AP is mask AP;
subscripts ‘r’, ‘c’, and ‘f’ refer to rare, common, and frequent cat-
egory subsets (defined in §4.3). Where applicable we repeat each
experiment 5 times and report mean and standard deviation.

The results are low and in particular APr (mask AP for
rare categories) is 0.8%—near zero. In Table 3a we demon-
strate that adjusting two inference-time hyper-parameters
on LVIS improves results. First, we increase the number of
detections per images as LVIS allows up to 300 (vs. 100 for
COCO). Second, due to class imbalance the max confidence
scores reported for rare and common classes is typically low
(compared to COCO), hence reducing the minimum score
threshold from the default of 0.05 to 0.0 (i.e., no thresh-
old) substantially improves APc. The combination of these
changes increases APr a modest amount, up to an average
of 3.2% Table 3a (bottom row).

We additionally observe that on LVIS, mask AP is typi-
cally slightly higher than box AP (denoted by APbb). This
trend is the opposite for COCO, where AP is typically 3 to
4% (absolute) lower than APbb. We hypothesize that the
AP/APbb trend on LVIS is due to high quality segmentation
masks. We have found supporting evidence by programmat-
ically degrading LVIS mask quality and observing a drop in
AP with almost no change in APbb (results not shown).

B.2. Mask R-CNN with Data Resampling

Resampling training data is a common strategy for train-
ing models on class imbalanced datasets [32, 11, 25, 27].
We apply a method that was used to train large-scale hash-
tag prediction models in [25] (inspired by [27]). The
method, which we refer to as repeat factor sampling, in-
creases the rate at which tail categories are observed by
oversampling the images that contain them.

The method is implemented as follows. For each cate-
gory c, let fc be the fraction of training images that con-
tain at least one instance of c. Define the category-level
repeat factor as rc = max(1,

p
t/fc), where t is a hyper-

parameter. Since each image may contain multiple cate-
gories, we define an image-level repeat factor. Specifically,
for each image i, we set ri = maxc2i rc, where {c 2 i}
are the categories labeled in i. In each epoch, the SGD data
sampler creates a random permutation of images in which
each image is repeated according to its repeat factor ri.

The one hyper-parameter of this method, t, is a thresh-
old that intuitively controls the point at which oversampling
kicks in. For categories with fc  t, there is no oversam-
pling. For categories with fc > t, the degree of oversam-
pling follows a square-root inverse frequency heuristic: if
we decrease the frequency of a category by a factor � < 1,
then its repeat factor will be multiplied by

p
1/�. This

heuristic has worked well in other settings, e.g. [27].
The results of repeat factor sampling for varying t are

shown in Table 3b. Comparing with the baseline (equiva-
lent to t = 0), there is a large improvement in APr from
3.2% to 13.4% at t = 0.001. This threshold oversamples
categories appearing in less than 0.1% of images (829 of
the 1230 categories). There is a slight penalty in lower APf
(�0.6%), but overall AP improves (+2.2%).

We also present results using class aware sampling
(CAS), a popular method on imbalanced classification
datasets (e.g., [32]). In CAS, the data sampler first se-
lects a category and then an image containing that cate-
gory. Consistent with repeat factor sampling and SGD best-
practices [2], we iterate over random permutations of cat-
egories and within each category random permutations of
their images. CAS improves APr over the baseline as ex-
pected (from 3.2% to 8.5%), however both APc and APf
decrease leading to a worse overall result.

B.3. Mask R-CNN Standard Enhancements

Finally we consider two standard enhancements in addi-
tion to using repeat factor sampling with t = 0.001: we ap-
ply scale jitter at training time (sampling image scale from
{640, 672, 704, 736, 768, 800}) and upgrade to larger mod-
els. Both enhancement yield improvements as reported in
Table 3c with a final validation AP of 27.1%.

10

Performance is reported on 
aggregations of“rare”, “common”, 

and “frequent” categories
https://www.lvisdataset.org/ https://cocodataset.org/ 

https://www.lvisdataset.org/
https://cocodataset.org/


Metrics for complex tasks can be challenging to 
design and interpret

https://miguel-mendez-ai.com/2024/08/25/mot-tracking-metrics 

https://miguel-mendez-ai.com/2024/08/25/mot-tracking-metrics


What else might we want to measure?

• Computational cost 

• Speed 

• Memory cost 

• Training cost 

• Human effort (for active/in context learning, RLHF) 

• What else?



Fair comparisons



“A fair comparison provides evidence that Method A is better than 
Method B for some task.”



“A fair comparison provides evidence that Method A is better than 
Method B for some task.”

Preprocessing Architecture Loss



“A fair comparison provides evidence that Method A is better than 
Method B for some task.”

Preprocessing Architecture Loss

Method A Method B
Use random horizontal flipping for augmentation No augmentation



“A fair comparison provides evidence that Method A is better than 
Method B for some task.”

Preprocessing Architecture Loss

Method A Method B
Use a ResNet feature extractor Use a VGG-16 feature extractor



“A fair comparison provides evidence that Method A is better than 
Method B for some task.”

Preprocessing Architecture Loss

Method A Method B
Use focal loss Use cross-entropy loss



What is fair?

Fair: Only one reasonable explanation why Method A > Method B. 

Unfair: Several reasonable ways to explain why Method A > Method B. 

What if we are comparing fundamentally different methods? E.g. CNN 
vs Random Forest. There will always be several differences… 

Fair: Method A > Method B, and there is no obvious way to improve the 
performance of Method B. 

Unfair: There are several reasonable ways to improve Method B. 



Example: comparing loss functions

Suppose we want to compare two loss functions. What do we keep the same? 

• Preprocessing? 

• Architecture? 

• Hyperparameter values? (ie batch size, learning rate, etc)

• Hyperparameter tuning effort?



https://arxiv.org/abs/2003.08505

Each group of bars is a 
different loss function. 

Each color is a different 
dataset.



“One widely-cited paper from 2017 used 
ResNet-50 and then claimed huge performance 
gains. This is questionable, because the 
competing methods used GoogleNet, which has 
significantly lower initial accuracies. Therefore, 
much of the performance gain likely came from 
the choice of network architecture, and not their 
proposed method.”

https://arxiv.org/abs/2003.08505



https://arxiv.org/abs/2003.08505



Fair comparison checklist

Suppose we find Method A > Method B 

• Are there currently differences that could be controlled for (architecture, training 
data, etc.) 

• Is there a way to improve Method B? 

• Stronger claim:  Method A > Method B even if Method B gets an 
advantage 

• Have I invested as much effort tuning Method B as Method A? 

• Have I explicitly pointed out any unfairness I couldn’t remove?



Ablations



How do we demonstrate progress?

A fair comparison provides evidence that Method A is better than 
Method B for some task. 

An ablation study is a set of fair comparisons which show the 
benefit of each component of a method 



Proposed method:  

“Start with [baseline], then add [X] and [Y]” 

But do we really need both X and Y? 

Ablation studies help break down the contribution to performance 
from each proposed component 



Example: Augmentation ablation

https://arxiv.org/abs/2003.08505  

https://arxiv.org/abs/2003.08505


Example: Augmentation ablations

https://arxiv.org/abs/2003.08505  

https://arxiv.org/abs/2003.08505


Example: Ablating batch size and epochs

https://arxiv.org/abs/2003.08505  

https://arxiv.org/abs/2003.08505


Evaluating generative models



Generation is open-ended, which makes evaluation hard

• Test using tests 

• Test downstream performance as a proxy 

• Can collect specialized evaluation datasets to enable this 

• Test human preferences 

• Learn human preferences



Testing with tests

https://arxiv.org/abs/2009.03300

Benchmarks like MMLU use multiple choice tests from different disciplines and different 
levels of difficulty as a mechanism to evaluate generative language modelsPublished as a conference paper at ICLR 2021

As Seller, an encyclopedia salesman, approached the grounds on which Hermit's house was situated,
he saw a sign that said, "No salesmen. Trespassers will be prosecuted. Proceed at your own risk."
Although Seller had not been invited to enter, he ignored the sign and drove up the driveway toward
the house. As he rounded a curve, a powerful explosive charge buried in the driveway exploded, and
Seller was injured. Can Seller recover damages from Hermit for his injuries?
(A) Yes, unless Hermit, when he planted the charge, intended only to deter, not harm, intruders.
(B) Yes, if Hermit was responsible for the explosive charge under the driveway.
(C) No, because Seller ignored the sign, which warned him against proceeding further.
(D) No, if Hermit reasonably feared that intruders would come and harm him or his family.
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Figure 2: This task requires understanding detailed and dissonant scenarios, applying appropriate
legal precedents, and choosing the correct explanation. The green checkmark is the ground truth.

proposed in the past year, but recent models are already nearing human-level performance on several
of these, including HellaSwag (Zellers et al., 2019), Physical IQA (Bisk et al., 2019), and CosmosQA
(Huang et al., 2019). By design, these datasets assess abilities that almost every child has. In contrast,
we include harder specialized subjects that people must study to learn.

Some researchers have suggested that the future of NLP evaluation should focus on Natural Language
Generation (NLG) (Zellers et al., 2020), an idea that reaches back to the Turing Test (Turing, 1950).
However, NLG is notoriously difficult to evaluate and lacks a standard metric (Sai et al., 2020).
Consequently, we instead create a simple-to-evaluate test that measures classification accuracy on
multiple choice questions.

While several question answering benchmarks exist, they are comparatively limited in scope. Most
either cover easy topics like grade school subjects for which models can already achieve strong
performance (Clark et al., 2018; Khot et al., 2019; Mihaylov et al., 2018; Clark et al., 2019), or
are focused on linguistic understanding in the form of reading comprehension (Lai et al., 2017;
Richardson et al., 2013). In contrast, we include a wide range of difficult subjects that go far beyond
linguistic understanding.

3 A MULTITASK TEST

We create a massive multitask test consisting of multiple-choice questions from various branches of
knowledge. The test spans subjects in the humanities, social sciences, hard sciences, and other areas
that are important for some people to learn. There are 57 tasks in total, which is also the number
of Atari games (Bellemare et al., 2013), all of which are listed in Appendix B. The questions in
the dataset were manually collected by graduate and undergraduate students from freely available
sources online. These include practice questions for tests such as the Graduate Record Examination
and the United States Medical Licensing Examination. It also includes questions designed for
undergraduate courses and questions designed for readers of Oxford University Press books. Some
tasks cover a subject, like psychology, but at a specific level of difficulty, such as “Elementary,”
“High School,” “College,” or “Professional.” For example, the “Professional Psychology” task draws
on questions from freely available practice questions for the Examination for Professional Practice
in Psychology, while the “High School Psychology” task has questions like those from Advanced
Placement Psychology examinations.

We collected 15908 questions in total, which we split into a few-shot development set, a validation
set, and a test set. The few-shot development set has 5 questions per subject, the validation set may
be used for selecting hyperparameters and is made of 1540 questions, and the test set has 14079
questions. Each subject contains 100 test examples at the minimum, which is longer than most exams
designed to assess people.

Human-level accuracy on this test varies. Unspecialized humans from Amazon Mechanical Turk
obtain 34.5% accuracy on this test. Meanwhile, expert-level performance can be far higher. For
example, real-world test-taker human accuracy at the 95th percentile is around 87% for US Medical
Licensing Examinations, and these questions make up our “Professional Medicine” task. If we take
the 95th percentile human test-taker accuracy for exams that build up our test, and if we make an
educated guess when such information is unavailable, we then estimate that expert-level accuracy is
approximately 89.8%.

Since our test aggregates different subjects and several levels of difficulty, we measure more than
straightforward commonsense or narrow linguistic understanding. Instead, we measure arbitrary

3

Published as a conference paper at ICLR 2021

One of the reasons that the government discourages and regulates monopolies is that
(A) producer surplus is lost and consumer surplus is gained.
(B) monopoly prices ensure productive efficiency but cost society allocative efficiency.
(C) monopoly firms do not engage in significant research and development.
(D) consumer surplus is lost with higher prices and lower levels of output.
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Figure 3: Examples from the Microeconomics task.

When you drop a ball from rest it accelerates downward at 9.8 m/s². If you instead throw it
downward assuming no air resistance its acceleration immediately after leaving your hand is
(A) 9.8 m/s²
(B) more than 9.8 m/s²
(C) less than 9.8 m/s²
(D) Cannot say unless the speed of throw is given.
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M
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m
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ic
s In the complex z-plane, the set of points satisfying the equation z² = |z|² is a

(A) pair of points
(B) circle
(C) half-line
(D) line

Figure 4: Examples from the Conceptual Physics and College Mathematics STEM tasks.

real-world text understanding. Since models are pretrained on the Internet, this enables us to test
how well they can extract useful knowledge from massive corpora. Future models that use this test
could be single models or a mixture of experts model. To succeed at our test, future models should be
well-rounded, possess extensive world knowledge, and develop expert-level problem solving ability.
These properties make the test likely to be an enduring and informative goalpost.

3.1 HUMANITIES

The humanities is a group of disciplines that make use of qualitative analysis and analytic methods
rather than scientific empirical methods. Branches of the humanities include law, philosophy, history,
and so on (Appendix B). Mastering these subjects requires a variety of skills. For example, legal
understanding requires knowledge of how to apply rules and standards to complex scenarios, and
also provide answers with stipulations and explanations. We illustrate this in Figure 2. Legal
understanding is also necessary for understanding and following rules and regulations, a necessary
capability to constrain open-world machine learning models. For philosophy, our questions cover
concepts like logical fallacies, formal logic, and famous philosophical arguments. It also covers
moral scenarios, including questions from the ETHICS dataset (Hendrycks et al., 2020) that test a
model’s understanding of normative statements through predicting widespread moral intuitions about
diverse everyday scenarios. Finally, our history questions cover a wide range of time periods and
geographical locations, including prehistory and other advanced subjects.

3.2 SOCIAL SCIENCE

Social science includes branches of knowledge that examine human behavior and society. Subject
areas include economics, sociology, politics, geography, psychology, and so on. See Figure 3 for
an example question. Our economics questions include microeconomics, macroeconomics, and
econometrics, and cover different types of problems, including questions that require a mixture of
world knowledge, qualitative reasoning, or quantitative reasoning. We also include important but
more esoteric topics such as security studies in order to test the boundaries of what is experienced and
learned during pretraining. Social science also includes psychology, a field that may be especially
important for attaining a nuanced understanding of humans.

3.3 SCIENCE, TECHNOLOGY, ENGINEERING, AND MATHEMATICS (STEM)

STEM subjects include physics, computer science, mathematics, and more. Two examples are shown
in Figure 4. Conceptual physics tests understanding of simple physics principles and may be thought

4

https://arxiv.org/abs/2009.03300


Testing on downstream tasks

https://personalized-rep.github.io/ Personalized representation from personalized generation

https://personalized-rep.github.io/


Collecting targeted evaluation datasets

Shoe

Mug

Tote

Bottle

Screw-
driver

Train
Test 
ID Pose Distractors Both

PODS Dataset Generated Images

Test OOD DreamBooth
Personalized Negatives

https://personalized-rep.github.io/ Personalized representation from personalized generation

https://personalized-rep.github.io/


Testing via human preference
Many generative models evaluate and compare to prior work via user studies, where 
humans are asked their preferences between different methods.  

User studies are common in social science. Doing them in an unbiased manner takes 
a lot of care!

https://arxiv.org/abs/2305.01569 

Pick-a-Pic: An Open Dataset of User Preferences for

Text-to-Image Generation

Yuval Kirstain
⌧

Adam Polyak
⌧

Uriel Singer

Shahbuland Matiana
�

Joe Penna
�

Omer Levy
⌧

⌧ Tel Aviv University
� Stability AI

yuval.kirstain@cs.tau.ac.il

Abstract

The ability to collect a large dataset of human preferences from text-to-image
users is usually limited to companies, making such datasets inaccessible to the
public. To address this issue, we create a web app that enables text-to-image
users to generate images and specify their preferences. Using this web app we
build Pick-a-Pic, a large, open dataset of text-to-image prompts and real users’
preferences over generated images. We leverage this dataset to train a CLIP-based
scoring function, PickScore, which exhibits superhuman performance on the task
of predicting human preferences. Then, we test PickScore’s ability to perform
model evaluation and observe that it correlates better with human rankings than
other automatic evaluation metrics. Therefore, we recommend using PickScore for
evaluating future text-to-image generation models, and using Pick-a-Pic prompts
as a more relevant dataset than MS-COCO. Finally, we demonstrate how PickScore
can enhance existing text-to-image models via ranking.1

“jedi duck holding a lightsaber”

“a square green owl made of fimo”

“Two-faced biomechanical cyborg...”

“insanely detailed portrait, wise man”

“A bird with 8 spider legs”

“A butterfly flying above an ocean”

Figure 1: Images generated via our web application, showing darkened non-preferred images (left)
and preferred images (right).

1https://github.com/yuvalkirstain/PickScore

37th Conference on Neural Information Processing Systems (NeurIPS 2023).
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Pick-a-pic is a dataset 
of pairwise human 
preferences 

https://arxiv.org/abs/2305.01569


Learned human preference and/or perceptual similarity 
can also be used as a metric

DreamSim: Learning New Dimensions of
Human Visual Similarity using Synthetic Data

Stephanie Fu⇤1 Netanel Y. Tamir⇤2 Shobhita Sundaram⇤1

Lucy Chai1 Richard Zhang3 Tali Dekel2 Phillip Isola1

1MIT 2Weizmann Institute of Science 3Adobe Research
Reference BA

Reference BA

Reference BA

Reference BA

Reference BA

Reference BA

Reference BA

Reference BA

Reference BA

LPIPS DINO CLIP HumansDreamSim

Figure 1: What makes two images look similar? We generate a new benchmark of synthetic image triplets
that span a wide range of mid-level variations and gather human judgments, rating whether image A/B is more
similar to the reference. Our benchmark spans various notions of similarity such as pose (top-left), perspective
(top-mid), foreground color (mid-left), number of items (mid-right), and object shape (bottom-left). This allows
us to learn a new metric (DreamSim) that better coincides with human judgments w.r.t. existing similarity
metrics (LPIPS) or embedding-based metrics extracted from recent large vision models (DINO & CLIP).

Abstract
Current perceptual similarity metrics operate at the level of pixels and patches.
These metrics compare images in terms of their low-level colors and textures, but
fail to capture mid-level similarities and differences in image layout, object pose,
and semantic content. In this paper, we develop a perceptual metric that assesses
images holistically. Our first step is to collect a new dataset of human similarity
judgments over image pairs that are alike in diverse ways. Critical to this dataset
is that judgments are nearly automatic and shared by all observers. To achieve
this we use recent text-to-image models to create synthetic pairs that are perturbed
along various dimensions. We observe that popular perceptual metrics fall short
of explaining our new data, and we introduce a new metric, DreamSim, tuned to
better align with human perception. We analyze how our metric is affected by
different visual attributes, and find that it focuses heavily on foreground objects and
semantic content while also being sensitive to color and layout. Notably, despite
being trained on synthetic data, our metric generalizes to real images, giving strong
results on retrieval and reconstruction tasks. Furthermore, our metric outperforms
both prior learned metrics and recent large vision models on these tasks.
Our project page: https://dreamsim-nights.github.io/

⇤ Equal contribution, corresponding authors. Order decided by random seed.

37th Conference on Neural Information Processing Systems (NeurIPS 2023).
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https://arxiv.org/abs/2306.09344



Testing via human preference
Human preference is a useful signal when evaluating language models as well. But 
user studies are difficult to scale!   

Crowdsourced human preference powers evaluations like Chatbot Arena:
https://lmarena.ai/leaderboard



“Saturated” Benchmarks



When are benchmarks useful?

Does a saturated benchmark = a solved problem?



Case study: GSM8K (grade school math problems)







The community’s intuition is that 100% isn’t good, because some 
questions are bad or wrong





Let’s figure it out! 

We cleaned up 
subsets of 15 

popular benchmarks 
with a custom 
labeling tool





Almost 10% of GSM8K 

Up to 34% of question for reading comprehension benchmarks 

Over 50% of VQA





Good performance on realistic benchmarks ≠ impact

Model



Good performance on realistic benchmarks ≠ impact

Model
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re-training
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making
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Data 
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Good performance on realistic benchmarks ≠ impact

Model

Model 
re-training

Decision 
making

Data 
collection

Verification 
and 

correction

Software 
tooling

Data 
infrastructure

People



Where do models fail?



Adversarial Examples



Adversarial examples

91% confidence



Adversarial examples

91% confidence



Adversarial examples

• ML model predictions are (mostly) accurate but can be brittle

91% confidence 99% confidence

noise (not random)

example: Szegedy et al 2013, obtained from https://gradientscience.org/intro_adversarial/



What do adversarial examples tell us?



What do adversarial examples tell us?

• something about the input “features” that are critical for the model’s 
decision 

• Example:

Training data: 
classify 4 vs 9



What do adversarial examples tell us?

• something about the input “features” that are critical for the model’s 
decision 

• Example:

Training data: 
classify 4 vs 9

Adversarial 
perturbations

images: Hongzhou Lin



Predictive features

• Many features may be correlated with the label and hence predictive and 
help with accuracy, beyond what humans would use.

illustration: Aleksander Madry



Where do these correlations come from?

• Data



Where do these correlations come from?

• …and how we create datasets

Moreover: Such correlations already exist

In fact: The way we create datasets gives rise to them 

Real-world 
images

Expert 
annotators

Perfect 
annotations

Ideal world: 

Meaningful 
benchmark

Moreover: Such correlations already exist

In fact: The way we create datasets gives rise to them 

Noisy, biased 
annotations

Ideal Real world: 

Easy-to-optimize 
benchmark

Automated + 
Crowd Labels

Flickr/scraped 
images

❓



It’s all “shortcuts”

• Shortcuts: features correlated with label in the training data, but not under 
realistic distribution shifts 

• Models will use them and not generalize if features are no longer 
correlated

illustration: Geirhos et al 2020



It’s all “shortcuts”

• Shortcuts: features correlated with label in the training data, but not under 
realistic distribution shifts 

• Models will use them and not generalize if features are no longer 
correlated 

• This is related to data, not models: adversarial examples transfer across 
models trained on the same dataset



What can these shortcuts look like?

images: https://www.aiweirdness.com/do-neural-nets-dream-of-electric-18-03-02/



images: https://www.aiweirdness.com/do-neural-nets-dream-of-electric-18-03-02/

What can these shortcuts look like?



What can these shortcuts look like?

“CNNs were able to detect where 
an x-ray was acquired […] and 

calibrate predictions accordingly.”

[Zech et al. 2018]

“CNNs were able to detect where 
an x-ray was acquired […] and 

calibrate predictions accordingly.”

[Zech et al. 2018]

“…if an image had a ruler in it, the 
algorithm was more likely to call a 
tumor malignant…”

[Esteva et al. 2017]

not all predictive patterns are desirable



Many more…

illustration: Geirhos et al 2020, Shortcut learning in deep neural networks



parallel solutions generalize within- 
distribution,  
but not out-of-distribution



Distribution Shifts



Training Inference

Measure of performance: 
Fraction of mistakes during testing

A Limitation of the Standard MLA Limitation of the Standard ML

Training Inference

Measure of performance: 
Fraction of mistakes during testing

=
But: In reality, the distributions we use ML on 

are NOT the ones we train it on



Slide from Shiori Sagawa





Covariate shift: what categories look like is different in 
different locations 



Subpopulation shift: class distribution is different for each 
static sensor location 



NEONCROWNS Dataset 

http://visualize.idtrees.org/ 

Weinstein et al., 2020 

Different 
ecosystems have 

both subpopulation 
and covariate 

distribution shifts

http://visualize.idtrees.org/


What do we do?

• Design high-quality benchmarks that match how we will use models as closely as 
possible 

• Build intuition about possible failures, use critical thinking, investigate biases 

• Evaluate live in deployment, build systems for quality control and correction 

• Treat ML as an imperfect observer, build methods that handle this directly (i.e. 
prediction powered inference)



Benchmarking & Evaluation
• Benchmarking 

• Metrics 

• Fair comparisons 

• Ablations 

• Evaluating generative models 

• Saturated benchmarks? 

• Where do models fail?


